DETECTING TAMPERING IN RANDOM GRAPHS
ROSS G. PINSKY

ABSTRACT. Let G, = (Vp, En) be a growing sequence of deterministic
finite graphs, with V;, denoting the vertices and F,, denoting the edges.
Consider the random graph G, (pn) = (Va, En(pn)) obtained by includ-
ing any given edge with probability p,, independent of other edges,
and let PP denote the corresponding probability measure on G,,. Now
tamper with the random graph in some regular way. For example, if
Gn is the complete graph on n vertices, so that G,(pn) is the Erdos-
Renyi graph, then one might tamper with it by disconnecting all the
edges of a randomly chosen vertex, or by adding all the edges of a ran-
domly chosen Hamiltonian path from G,, or by adding all the edges
of a randomly chosen clique of order k, from G,. Denote the result-

,tamper

ing induced measure on G,, by PE» . The tampering is called de-

tectable if limy, o0 || PE™ ¥2™P" — PPn||1y = 1, strongly undetectable if the
above limit is 0, and weakly undetectable if {||PE™**™P" — PPn||py}o,
is bounded away from 0 and 1. We study the tampering problem for a

variety of examples.

1. INTRODUCTION AND STATEMENT OF RESULTS

The motivation for this paper comes from the following example. Con-
sider a random permutation ¢ € S,, as a row of n cards labeled from 1 to
n and laid out from left to right in random order. Now tamper with the
cards as follows. Select k, of the cards at random, remove them from the
row, and then replace them in the vacated spaces in increasing order. Let
U, denote the uniform measure on S,, that is, the measure correspond-

. . i b k
ing to a “random permutation,” and let U, <" >°®" denote the measure
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on S, induced from U,, by the above tampering. Can one detect the tam-

pering asymptotically as n — 00? Let ||U, — US|y denote the

total variation norm between the probability measures U, and ULUPsedFn

If Timy oo || Uy — Un' ™" %1y = 1, we call the tampering detectable.
If limy, o0 ||Up — URSUP%Rn || 1 = 0, we call the tampering strongly un-
detectable, while if {||U, — URSUPsedkn|| .10 s bounded away from 0
and 1, we call the tampering weakly undetectable. Note that by construc-
tion, a permutation o € S, will have an increasing sequence of length k,
with Unesubsedkn_pohability 1. On the other hand, the celebrated result
concerning the length of the longest increasing subsequence in a random
permutation ([3], [9], [1]) states that the U, probability of there being an
increasing subsequence of length cn? goes to 0 as n — oo, if ¢ > 2. Thus,
one certainly has lim, . ||U, — ;ansubseq’k”HTV =1,if k, > cn%, with
¢ > 2. The above-mentioned result also states that the U,-probability of
there being an increasing subsequence of length cn’ goes to 1 as n — oo,
if ¢ < 2. From this it follows that for &k, < cn%, c < 2, the distribution
of the number of increasing subsequences of length k,,, which we denote by
N gjlcr’k", converges to the d-distribution at oo as n — oo. This might sug-
gest intuitively that one can tamper on the order k, without detection, if
kn < en® with ¢ < 2; after all, how much can one additional increasing
subsequence be felt in such a situation? However, this turns out to be false.

UTilncsubseq,kn

[ < £ and in [8] it was shown that lim, . ||U, — l|lrv = 1, if

In [7], it was shown that lim,, . ||U, — ,ilnCSUbseq’k"HTv =0, if k, < n! with
2
5

kn > nl with [ > 3.

In this paper, we study the above type of phenomenon for random graphs.
Take a growing sequence of deterministic finite graphs {G, }2° ;, where G,, =
(Va, Er), with V,, denoting the vertices and E,, denoting the edges. Let
pn € (0,1) and let E,(p,) denote the random set of edges obtained by
including any particular edge from FE,, with probability p, and excluding it

with probability 1 — p,,, independently for all of the edges. We consider the
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random graph G, (p,) = (V,, En(py)). Denote the corresponding probability
measure by Py".

We begin with two examples in order to motivate and make easily un-
derstood the abstract construction that follows. For the first example,
let G, = G(n) be the complete graph on n vertices. The random graph
Gn(pn) = G(n;py) is the so-called Erdos-Renyi graph with edge probabili-
ties p,. Consider the random graph with p, = p fixed for all n. For some
choice of k,, consider the class of cliques of size k,, in G(n); that is, the
class of complete subgraphs of G(n) of order k. Randomly select one of the
cliques of order k,, and “add” it to the random graph; that is, add to the
random graph every edge of this clique that is not already in the random
graph. Call the induced measure PP19"* For which choices of k,, is the
tampering detectable, for which choices is it strongly undetectable, and for
which choices is it weakly undetectable? That is, for which choices of k,

ppeliauekn _ ppi o converge to 1, for which choices does it converge

does ||
to 0 and for which choices is it bounded away from 0 and 17

For the second example, again let G, = G(n), the complete graph on
n vertices. Consider the random graph G, (p,) = G(n,p,), this time with
edge probability p, depending on n. Choose a vertex at random from the
random graph and “disconnect” it; that is, delete all of the edges that it

di t . .
PPro@Seonnect - por which choices of p,

possesses. Call the induced measure
is the tampering detectable, for which choices is it strongly undetectable,
and for which choices is it weakly undetectable?

We now consider the general abstract set up. Let &, = 2P~ denote the
set of all possible subsets of E,. Of course, for any particular realization of
Gn(pn), one has E,(p,) € &,. Thus, we will consider PJ" as a probability
measure on &,. We will refer to each element of £, as an edge configuration.

Now let {O,, ; };”:"1 be subsets of &, of equal P}"-probability, and let C,, C
&n be defined by C,, = U;”:"lOn,j. Define the tampered random graph to be
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the one corresponding to the probability measure on &, defined by
1 X
(1.1) Pﬁnch«(,) = — ZP’,IZH(. 10n.5)-

In the first example above, C,, is the set of edge configurations which

contain at least one clique of order k,. We have m,, = (]ZZ ), the number
of cliques of order k, in G(n), and numbering these cliques from 1 to m,,
then O, ; is the set of edge configurations which contain the j-th clique. In
the second example, C, is the set of edge configurations which possess at
least one disconnected vertex. We have m, = n, the number of vertices in
G(n), and numbering the vertices from 1 to n, then O, ; is the set of edge
configurations for which the j-th vertex is disconnected. A little thought
should convince the reader that the measures PPciduekn 51 q ppndisconnect
from the two examples above are in fact the measure Pﬁ"’cn for the two
cases of C,, and O,, ; noted in this paragraph.
Remark. In all of our examples, we will employ the generic notation F,
for the edge set and &, for the set of edge configurations. The generic
notation for the graph itself will be changed corresponding to the particular
example—e.g., G(n) for the complete graph.

Define Ng: &, —{0,1,2,--- ;m,} by

mn

(1.2) NG (w) =) 1o, ().

=1

So Ng: (w) counts the number of j € {1,--- ,m,} for which the edge config-
uration w € &, belongs to O,, ;. We can consider Ng: as a random variable
with respect to either the measure P.™ or the measure Pff”’c". In our first

example above, we will denote the corresponding random variable Ng: by

Nclique,kn .

Gn) 380

Ngé%le’k" (w) = the number of cliques of order k,, in w € &,.
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In our second example, we will denote the corresponding random variable

NS: by Ng’i(s;g)nnect; S0

Ngi(sﬁfnne“ (w) = the number of disconnected vertices in w € &,.

We have the following simple result.

Proposition 1. i. If the distribution of Ng: under PY" converges to the -
distribution at 0 (lim, . PY"(Ngr > 1) = 0), then one is in the detectable
case;

ii. If one is in the strongly undetectable case, then the distribution of Ng:
under PE™ converges to the §-distribution at co

(imp7—oo iminf,, oo PF* (NG > M) = 1).

Proof. By construction, Pﬁ”’C"(Ng: > 1) = 1. Part (i) then follows imme-

diately since
1 Dn,Cn Pn 3 D ,Crn Cn Pn Cn _
lim ||P2Cn — PPn||lpy > lim [PEnCo (NS > 1) — PP2(NG > 1)] = 1.
n—o00 n—o0 n n

We could give a simple, direct proof of part (ii), but refrain from doing so

since part (ii) follows from Proposition 2 below. [l

Naive intuition would suggest that parts (i) and (ii) of Proposition 1
should be if and only if statements, or at least “almost” if and only if state-
ments, where by “almost” we mean that we are willing to exclude a narrow
borderline bifurcation region between the two regimes. But, as was noted
in the first paragraph of this paper, neither part (i) nor part (ii) is “almost”
an if and only if statement in the context of tampering by adding an in-
creasing subsequence to a random permutation in S,,. Indeed, for increasing

sequences of length k, = cn! with [ € (%, %), or k, = cn%, with ¢ < 2, the

tampering is detectable and the distribution of N gnCSUbseq’

n

k", the number of
increasing subsequences of length k,,, converges to the d-distribution at oo.
The main thrust of this paper is to bring examples in the context of random

graphs in order to examine to what extent the above naive intuition holds.
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This will then lead to a discussion of the extent to which the graph structure
abets the detection.
Let EL™ denote the expectation with respect to Ph". Part (i) of the above

proposition along with the first moment method allow us to conclude that
(1.3) if lim Eﬁ”NS" = 0, then the tampering is detectable.
n—o0 n

The following fundamental proposition, which does give an if an only if

statement with regard to strong undetectability, will play a key role.

Proposition 2. Let P", PP qnd Ng: be as described above. Then
Cn
N (w)

1
14 Ppn,Cn _ Ppn I T Gn N/
(1.4) 1Py e % 2 E |E£"N§:

wEEn

— 1P (w).

Thus, in particular,

lim [P — P27y = 0

n—oo

if and only if the weak law of numbers holds for NSZ under PY"; that is, if

and only if
NG
3 Pn n__ _ =
nILH;oP” (|E£"Ng: 1 >¢€) =0, for all e > 0.

The second moment method then yields the following corollary. Let
Vary, ;,, denote the variance with respect to Py". (The notation f = O(g)
means that f = O(g) and g = O(f).)

Corollary 1. i. If Var,yp, (Ng") = o((ER"Ng")?), then
limy, o0 HPS”’C" — PE™||rv = 0 and the tampering is strongly undetectable;
ii. If Varn,pn(Ng:) = @((EQ"NSZ)Q), then {HPE”’C”—Pﬁ"HTV};’;’:l is bounded

away from 1; thus the tampering is not detectable.

Remark. Part (i) of the corollary is of course just Chebyshev’s inequality (or
Jensen’s inequality). We will prove part (ii). Note that Jensen’s inequality

applied to (1.4) gives

Cn,
1/ Varnp, (Ng")
(1.5) || PP Cn — PPy < o Ol

2 BRNG
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In the examples treated in this paper, strong undetectability, when it occurs,
will be proven via the second moment method. We will calculate the right
hand side of (1.5) rather explicitly, and thus also give information on the
rate at which the total variation goes to zero. However, these rates will not

be stated in our results.

We now present results for six examples, the first four involving the com-
plete graph G(n) and the last two involving the hypercube. The first two
examples on the complete graph were introduced above. Consider first the
cliques in the Erdos-Renyi graph G(n,p). Using (1.3) and part (i) of Corol-
lary 1, we will prove the following result. (Let log(lk) denote the k-th iterate

P
of log1. Also, let 2]1:2() =0.)
P

Theorem 1. Consider the Erdos-Renyi graph G(n,p) with p € (0,1) and
tamper with it by adding a random clique of order k.

i. Assume that for some m > 1 and some ¢ € (0,2), one has

m
kn > 2login —2 E log(lj) n— clog(1m+1) n.
p : 13 13
Jj=2

Then the tampering is detectable; furthermore, the distribution of Nél(z-fge’k"

under P} converges to the §-distribution at 0;
ii. Assume that for some m > 1 and some ¢ > 2, one has

m
kn <2login—2 Z log(lj) n— clog(1m+1) n.
0 ‘= b v
Then the tampering is strongly undetectable; furthermore, the distribution

clique,kn,
of Ng (n)

converges to the d-distribution at co.

under Pl satisfies the law of large numbers, so in particular it

Remark 1. The theorem demonstrates that for this model, both parts of
Proposition 1 are at least “almost” if and only if statements.

Remark 2. The first and second moment calculations along with estimates
to distinguish between the cases k, > clog% n with ¢ > 2 and k,, < clog% n

with ¢ < 2 can be found, for example, in [2, chapter 7|. There the motivation
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was to show that in the former case the probability of there being at least
one clique of order k, goes to 0, and that in the latter case it goes to 1.
We will present, an analysis of the second moment which seems to us a bit
simpler, and we will analyze the two moments more precisely in order to get
the tighter dichotomy stated above in the theorem.

Now consider the second example from above—disconnecting a random
vertex in the Erdos-Renyi graph G(n,p,). The calculation and analysis of
the first and second moments of NV, gﬁ‘;;’“nem
Using those estimates, we will give an easy proof of the following result.

is very easy; see [2, chapter 7].

Theorem 2. Consider the Erdos-Renyi graph G(n,p,) and tamper with it
by disconnecting a randomly selected edge.

i. If pp, = logn% with lim,, ., w, = 00, then the tampering is detectable;
furthermore, the distribution of Ngi(‘if)o””“t under PE™ converges to the -
distribution at 0;

. If p, = bgn% with limy, o w, = —00, then the tampering is strongly
undetectable; furthermore, the distribution of Ngi(‘jf)o""“t under PE™ satisfies
the law of large numbers, so in particular it converges to the §-distribution
at oo,

wi. If pp = log”% with {wy }22 | bounded, then the tampering is weakly un-
detectable; furthermore, the distribution of Ngﬁfﬁ’"md under PE" converges

neither to the d-distribution at oo nor to the d-distribution at 0.

Remark. The theorem demonstrates that for this model, both parts of
Proposition 1 are if and only if statements.

We now consider a third example with the complete graph G(n) and the
corresponding Erdos-Renyi graph G(n, p,). Recall that a Hamiltonian path
in G(n) is a path that traverses each of the vertices of the graph exactly once;
that is, a path of the form z1x5 - - - x,,, where the z; are all distinct. Choose a
Hamiltonian path from G(n) at random and “add” it to G(n, p,,); that is, add
to the random graph every edge of this Hamiltonian path that is not already

Ham

in the random graph. Call the induced measure Py™"*". In the notation



DETECTING TAMPERING 9

of the abstract formulation above, C, is the set of edge configurations which
contain at least one Hamiltonian path. We have m,, = %n!, the number of
Hamiltonian paths in G(n), and numbering these paths from 1 to m,,, then
Op,j is the set of edge configurations which contain the j-th Hamiltonian

path. Let
Ng(%l(w) = the number of Hamiltonian paths in w € &,.

Quite sophisticated graph theoretical techniques along with probabilistic

analysis have yielded the following beautiful result: if p, = w,
then
1, if limy, o0 Wy = 00;
(1.6) lim PP (NG > 1) = nee T
n—oo . .
0, if limy, o0 wyp = —00.

(See [6] and [2, chapter 7 and references|.) So from Proposition 1-i, it follows

_ log n+log log n+wy,
n

that the tampering is detectable if p, with lim,,—eo wp, =

—o00. However, we have Eg"Ng(af)l = %n!pz; thus, this expectation converges

to oo if p, > £. Consequently, the first moment method fails to give the
correct threshold for detectability. As we will show, the second moment
method will allow us to conclude that the tampering is strongly undetectable
if lim,,—,o0 pr, = 1, but the method will not work otherwise. In light of (1.6),
it would seem that the second moment does not give the correct threshold for

strong undetectability at all, but in fact it does. We will prove the following

result.

Theorem 3. Consider the Erdos-Renyi graph G(n,p,) and tamper with it
by adding a random Hamiltonian path.
i. If limy oo pp = 0, then the tampering is detectable. However, if in

addition, p, = —logn+10gnlog"+wn

with limy, o w, = 00, then the distribution

of Ng(“rgz under PE™ converges to the §-distribution at oo;

it. If im, 0o pn = 1, then the tampering is strongly undetectable; further-
m

more the distribution of Ng(‘?n) under PE™ satisfies the law of large numbers,

so in particular it converges to the §-distribution at oo;
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iii. If pp, = p € (0,1), then the tampering is weakly undetectable; further-

more, the distribution of Ng(“

;SL under P} converges to the §-distribution at

0. However, Ng(";gl under Pl does not satisfy the law of large numbers.

Remark 1. For this model neither part (i) nor part (ii) of Proposition 1 is
even almost an if and only if statement. Instead we meet up again with the
phenomenon that occurred in the case of increasing subsequences in random
permutations. Indeed, for the wide range of p, satisfying lim, o p, = 0

lognmw with lim,, .o, w, = 0o, one has detectability, but

and p, =
the distribution of Ng(zf)‘ under PP" converges to the §-distribution at oo.
Furthermore, for fixed p, the distribution converges to the J-distribution at
o0, but the tampering is not strongly undetectable.

Remark 2. In light of (1.6), part (iii) of the theorem seems surprising;
however, it has an easy explanation as will be seen in the discussion after
Theorem 6. More precisely, when looked at in an appropriate way, a simple
central limit theorem argument shows that when p € (0, 1) is fixed, the total
variation norm cannot converge to 0. But then by Proposition 2, it follows
that under P the law of large numbers does not hold for the number of

a;

Hamiltonian paths Ng m a fact that is not obvious at all.

(n

In light of part (iii) of Theorem 3, in the case of fixed p € (0,1), it is
natural to consider tampering with a sub-Hamiltonian path of length k,, < n;
that is, a path of the form zjxy-- -z, where the z; are all distinct. Call

. ham. &,
the induced measure PPSUPhamkn 1 ot

N ubHam,k,

inweé&,.
We will prove the following result.

Theorem 4. Consider the Erdos-Renyi graph G(n,p), with p € (0,1) and
tamper with it by adding a random sub-Hamiltonian path of length k.

é(n) (w) = the number of sub-Hamiltonian paths in G(n,p) of length k,
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i. If kyp, = o(n), then the tampering is strongly undetectable; furthermore,

the distribution of Ngé%lam’k" under P} satisfies the law of large numbers,
so in particular it converges to the §-distribution at oo;

ii. If kn, = ©(n), then the tampering is weakly undetectable; furthermore,
the distribution of Ngzg[am’k" under P converges to the §-distribution at

0.

Remark. Note that, unsurprisingly, the behavior in part (ii) of the theorem

is the same as the behavior in part (iii) of Theorem 3.

We now consider two examples on the n-dimensional hypercube graph
HY with the corresponding random hypercube H%(p,). Recall that the
vertices of HY are identified with {0,1}", and an edge connects two vertices
if and only if they differ in exactly one component. Denote vertices by T =
(z1,--+ ,2n). We begin with the hypercube analog of the model in Theorem
2. Choose a vertex at random from HZ(p,) and “disconnect” it; that is,
delete all the edges it possesses. Call the induced measure PEmdiscomnect

(This is the same notation as was used in the complete graph analog, but it

should not cause confusion.) Let
Nggfonne“ (w) = the number of disconnected vertices in w € &,.

Using the first and second moment method, we will give an easy proof of

the following theorem.

Theorem 5. Consider the random hypercube H3 (p,) and tamper with it by
disconnecting a randomly selected vertex.

i. If p, = % + I, with limy, oo Yo = 00, then the tampering is detectable;
furthermore, the distribution of N fffco’m“t under Pl converges to the J-
distribution at 0;

. If p = % + A2 with limy, oo yn = —o00, then the tampering is strongly
undetectable; furthermore, the distribution of N f_l]’ffo””“t under PY satisfies
the law of large numbers, so in particular, it converges to the §-distribution

at co;
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. If p = %4—%", with v, bounded, then the tampering is weakly undetectable;
furthermore, the distribution of N ffff"""“t under P} converges neither to the

O-distribution at oo nor to the §-distribution at 0.

Remark. The theorem demonstrates that for this model, both parts of
Proposition 1 are if and only if statements (as was also the case with dis-
connecting a randomly selected vertex from the Erdos-Renyi graph.)

Now we consider a more challenging model. A geodesic path from Z to
is a shortest path from z to y. A diameter path in H3 is a longest geodesic
path in HY. The set of diameter paths is the set of paths zoZ; - - - Z,,, where
Tp=1-Z9 (1= (1,---,1)). Now consider the random hypercube HZ(p;,).
Choose a diameter path from HY at random and “add” it to H} (p,,); that is,
add to the random graph every edge of this diameter path that is not already

ppediam 1 the notation

in the random graph. Call the induced measure
of the abstract formulation above, C,, is the set of edge configurations which
contain at least one diameter path. We have m,, = 2" 'n!, the number of
diameter paths , and numbering these paths from 1 to m,, then O, ; is the

set of edge configurations which contain the j-th diameter path. Let
d?m (w) = the number of diameter paths in w € &,.
We will prove the following result.

Theorem 6. Consider the random hypercube HY (py,) and tamper with it by
adding a random diameter path.

i. If pn < I, with v < §, then the tampering is detectable; furthermore, the
distribution of Nl%‘m under PY" converges to the §-distribution at 0;

1. If pn > %, with v > §, then the tampering is strongly undetectable;

furthermore, the distribution of Nggm under PY™ satisfies the law of large

numbers, so in particular it converges to the §-distribution at co.

Remark. The theorem demonstrates that for this model, both parts of

Proposition 1 are at least “almost” if and only if statements.
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We will prove the above theorem via the first and second moment method.
The first moment method will give part (i) immediately. The calculations
needed to show that the second moment method gives part (ii) may be

interesting in their own right and are the most nontrivial ones in this paper.

We now discuss how the structure of the graph has entered into the re-
sults in Theorems 1-6. We begin by using the generic notation in order to
cover all of the examples at once. Consider the graph G,, = (V,,, E,,). Label
the edges from 1 to |E,|. The random graph G,(p,) = (Va, En(pyn)) with
probability measure P is constructed by considering a collection {e; }Li"ll
of IID Bernoulli random variables taking on the values 1 and 0 with re-
spective probabilities p, and 1 — p,,, and declaring the j-th edge to exist in
E,(py) if and only if e; = 1. Let Ngiges : &, — {0,1--+ | |E,|} count the
number of edges present in an edge configuration. The expected value of
Ngiges under the measure Py" is |E,|p,, and the variance is |Ep|p, (1 — py).
Now in the tampering models corresponding to Theorems 1, 3, 4 and 6,
a certain number [, of edges were selected and for each such selected in-
dex j, if e; was equal to 0, it was changed to 1. In the tampering models
corresponding to Theorems 2 and 5 , the roles of 0 and 1 above are inter-

Ngjges under the tampered measure PE"Cn

changed. The expected value of
is (|En| — ln)pn + ln = |Enlpn + (1 — pp)ly, in the cases where 0’s were
changed to 1’s, and is (|Ey,| — ln)pn = |En|pn — pnln in the cases where 1’s
were changed to 0’s. The change in the mean of Ngiges when using the tam-
pered measure instead of the original one is thus equal either to (1 — p,)i,
or —pply,, depending on whether we are changing 0’s to 1’s or 1’s to 0’s.
We will denote this change in mean by AExp,,. In either case, the variance
of Néiges under the tampered measure is (|E,| — 1,)pn(1 — p,), and under
untampered measure is |E,|p, (1 — pp). Let SD,, = \/|En|pn(1 — pn) denote
the standard deviation under the untampered measure. Using the central

limit theorem, it is easy to show that if AExp, is on a larger order than
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SD,, , then the tampering is detectable. We will prove this later on. In
fact, if there were no graph structure at all, and one tampered with the
collection of |E,| IID random variables by selecting at random [,, indices
and changing the corresponding random variables as above, then it is easy
to show that SD,, = O(AEXpn) is necessary and sufficient for detectability,
AExp,, = @(SDn) is necessary and sufficient for weak undetectability, and
AExp,, = o(SDn) is necessary and sufficient for strong undetectability. The
graph structure can abet detectability, but cannot hinder it.

Now let’s consider how much the graph structure has abetted detectabil-
ity in the models in Theorems 1-6. Let’s consider first the models in The-
orems 1 and 4, where the probability parameter is fixed at p and the tam-
pered structures contain the size parameter k,. For the model in Theorem
1, where we have the Erdos-Renyi graph G(n,p) and tamper with it by
adding a randomly selected clique of order k,, we have |E,| = in(n — 1)

and I, = 3kn(k, —1). Thus, AExp, = (1 — p)kn(k, — 1), and SD,, =

\/ %p(l —p)n(n —1). Consequently, if we had tampered without any refer-
ence to the graph structure, and had selected at random %kn(lzn — 1) edges
for tampering, then the tampering would have been detectable if k,, were
on a larger order than n%, would have been weakly undetectable if k,, were
exactly on the order n%, and would have been strongly undetectable if &,
were on a smaller order than n2. Theorem 1 demonstrates that the graph
structure has abetted the tamper detection very significantly. Indeed, the
threshold size for k,, which distinguishes between detectability and strong
nondetectability, was shown to be around 2logi n.

Now consider the model in Theorem 4. For t}:is model, where we have the
Erdos-Renyi graph G(n, p) and tamper with it by adding a randomly selected
sub-Hamiltonian path of length k,,, we have |E,| = in(n—1) and l,, = k,—1.
Thus, AExp,, = (1 — p)(k, — 1), and SD,, = \/%p(l —p)n(n —1). Conse-

quently, if we had tampered without any reference to the graph structure,
and had randomly selected k, — 1 edges for tampering, then the tampering

would have been strongly undetectable if k,, were on a smaller order than
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n, and weakly undetectable if k,, were exactly on the order n. But Theo-
rem 4 gives the same result. Thus, the graph structure has not abetted the
tampering at all in the case of sub-Hamiltonian paths!

Now we turn to the models in Theorems 2, 3, 5 and 6 where the tampered
structures do not have an external parameter k, and where the probability
parameter p,, is variable. For the model in Theorem 2, we have the Erdos-
Renyi graph G(n,p,), and tamper with it by disconnecting a randomly
chosen edge. This tampering involves subtracting edges instead of adding

them. We have [, = n — 1 and |E,| = n(n —1). Thus, AExp, = —(n —

1)pn, and SD,, = \/%pn(l — pn)n(n — 1). Consequently, if we had tampered
without any reference to the graph structure, and had selected at random
n — 1 edges for tampering, then the tampering would have been detectable
if lim, oo pn = 1, would have been weakly undetectable if p,, remained
bounded away from 0 and 1, and would have been strongly undetectable
if limy,— 00 P = 0. Theorem 2 demonstrates that the graph structure has
abetted the tampering very significantly. Indeed, the threshold probability
that distinguishes between detectability and strong undetectability is around
——

Now consider the model in Theorem 3. In this model, we tamper with
the Erdos-Renyi graph G(n, p,,) be adding a randomly selected Hamiltonian
path. We have |E,| = in(n — 1) and I, = n — 1. Thus, AExp, = (1 —
pn)(n — 1) and SD,, = \/%pn(l —pn)n(n —1). Consequently, if we had

tampered without any reference to the graph structure, and had selected at
random n — 1 edges for tampering, then as in the model of Theorem 2. the
tampering would have been detectable if lim, o p, = 1, would have been
weakly undetectable if p,, remained bounded away from 0 and 1, and would
have been strongly detectable if lim,, oo p, = 0. But Theorem 3 gives the
same result. Thus, as was the case with sub-Hamiltonian paths, the graph
structure has not abetted the tampering at all in the case of Hamiltonian

paths.
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Now consider the model from Theorem 5. In this model we tamper with
the random hypercube H¥(p,) by disconnecting a randomly selected ver-
tex. We have I, = n and |E,| = 2" 'n. Thus, AExp, = —np,, and
SD,, = v/pn(1 — pn)ZnT_ln%. Consequently, if we had tampered without any
reference to the graph structure, and had selected at random n edges for
tampering, the tampering would have been detectable if 1 — p,, were on an

order smaller than s, would have been weakly undetectable if 1—p,, were ex-

n

5, and would have been strongly undetectable if 1 — pj,

actly on the order
were on a larger order than 5. Theorem 5 demonstrates that the graph
structure has abetted the tampering in a dramatic fashion. Indeed, the

threshold probability that distinguishes between detectability annd strong

1
29

undetectability is around p,, = 5, whereas without the graph structure the
threshold occurs with p, converging to 1 exponentially fast.

Now consider the model from Theorem 6. In this model we tamper with
the random hypercube HZ(p,) by adding a randomly selected diameter
path. We have |E,| = 2" 'n and [, = n. Thus, AExp,, = (1 — pu)n,
and SD,, = \/m2n7_ln% Consequently, if we had tampered without
any reference to the graph structure, and had selected at random n edges for
tampering, then as in the model of Theorem 5, the tampering would have
been detectable if 1 —p,, were on an order smaller than 5, would have been
weakly undetectable if 1 — p,, were exactly on the order g, and would have
been strongly undetectable if 1 —p,, were on a larger order than 5. Theorem
6 demonstrates that the graph structure has abetted the tampering in an
extremely dramatic fashion. Indeed, the threshold probability that distin-
guishes between detectability and strong undetectability is around p, = 5,
whereas without the graph structure the threshold occurs with p,, converging
to 1 exponentially fast.

In summary, we have seen that the graph structure does not abet the

detection if one tampers with an Erdos-Renyi graph with a random Hamil-

tonian or sub-Hamiltonian path. The graph structure very significantly
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abets detection if one tampers with such a graph by disconnecting a ran-
dom edge or by adding a random clique. For the random hypercube, the
graph structure abets detection dramatically if one tampers by disconnect-
ing a random edge, and abets it even more dramatically if one tampers
by adding a random diameter path. We also note that the cases where the
graph structure does not abet detection are exactly the ones where the naive
intuition fails with regard to parts (i) and (ii) of Proposition 1 being if and

only if statements.

We will prove Proposition 2 and part (ii) of Corollary 1 in section 2. Then
in sections 3 - 8 we will prove Theorems 1 - 6 respectively.
Note. According to our definitions, a tampering system as above, call it
{7,}5°,, may be neither detectable, strongly undetectable nor weakly un-
detectable. However, there is always a subsequence {7y, }3°,; which is either
detectable, strongly undetectable or weakly undetectable. In our proofs, we
will sometimes prove that the tampering system is not detectable and not
strongly undetectable, and then conclude that the system must therefore
be weakly undetectable. We are able to make this conclusion because our
proofs will show implicitly that in fact no subsystem is detectable or strongly

undetectable.

2. PROOF OF PROPOSITION 2 AND COROLLARY 1

Lo, ;3 (@) P (w)
Pgn (On,j)

Also, from (1.2) and the fact that the O, ; have the same P}"-probabilities

Proof of Proposition 2. Let w € &,. Then we have P™ (w |O,, ;) =

for all j, we have EL" NSZ = mpPY"(Op,1). Using these facts along with the
definition of PE™C" in (1.1) and of Ng: in (1.2), we have

Ppn,cn(w) _ i %Ppn(w |On.) = M %1{0 .}(w) =
n M £ " 7 My Py (On1) st e
N&»
Gn__ pPa(w).

B Ng: "
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Cn

N,
Thus, the Radon-Nikodym derivative of Pﬁ”’cn with respect to Py" is Eﬁ”gNng" .

From this, a standard argument gives (1.4), and from (1.4) it follows easily

that im, . | PE" — P2 ||ry = 01 and only if lim, oo PY" (| 2 220 —1| >
n gn
€) =0, for all € > 0. O
Cn
Proof of Corollary 1-ii. Let Y,, = Ei:g]\';cn- An alternative form of (1.4) is
n Ngp,

Cn
Ngn (UJ) )+ D

TL7CTL n _— n
1P = Bl = 3 (1= Zoelen) (o)

wESn

where a™ = a V0. From this it follows that lim,_.s || PE"" — PP ||py = 1
if and only if lim, oo PY"(Y,, > €) = 0, for all ¢ > 0. By the assumption
in part (ii) of the corollary, E5"Y,2 < M for some M and all n. For every

€ > 0, we have
1
1= EPY, < e+ DY ly,oe < e+ (PP (Y, > €))? (BRnY2)7 <
1
e+ (MPE (Y, >¢€))>.

From this it is not possible that lim, . Py" (Y, >¢€) =0, if e < 1. O

3. PROOF OF THEOREM 1

The number of cliques of order k,, is (,ZL ), and each such clique contains

(kzn) edges. Thus,

clique,kn, n kn
(3.1) B NGt = <kn>p(2).

For k,, = o(n%), we have

k k kn (kn—1)
n (kn) n*"  kn(kn—1) n'"p 2
p 2/~ 7']9 2 ~ Tk b a5
kn k! kinnefk" 2k,

and thus

. log (;)19('“2”) ~

1 1 1
knlogin — ik’% + §kn —kplogs k, + kyplogi e — ilog; 21k,,.
p p p p
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It is easy to verify that as n — oo, the right hand side of (3.2) converges

to —oo if ky, > 210g1 n— clog(1 ) with ¢ < 2. In particular, it then follows

from (3.1) that lim, . ELN, Cleql;)k" = 0, and thus from (1.3) we obtain
detectability. It is easy to continue the above analysis in order to demon-
strate the same conclusion if for some m > 2 and some ¢ € (0,2), one has
k, > 2login — 22 log(]) clog(mﬂ) n. Thus, we obtain part (i) of
the theorerz;n.

We now turn to part (ii). Identify the vertices in G(n) by [n|. Recall
that we have labeled the cliques of order k, from 1 up to m, = (,ZL ), and
have defined O, ; to be the collection of edge configurations which contain
the j-th clique. We relabel for convenience, letting Oy, ... j, = denote the
collection of edge configurations which contain the clique that involves the
vertices {j1,- - jk, }- Since Ndqu)le ohn El§j1<~-~<jkn§n 103‘1,-“%”’ we have
(3.3)

ER(Ngkn)? = > P2(O4y e iy, N Ojy i gy )

1<iy <o iy, SNL <1 <o <Gy <10

By symmetry considerations,

Z Pﬁ(oh,... ity [ Ojl:"' :jkn) =

1< <<y, <31 <1 <<k, <1

n
<l€ ) Z Pﬁ(OL o N th... vjkn)'

1<j1 < <Jkp, <1

(3.4)

Let I = |[kn]N{j1," - , jk, }| denote the number of vertices shared by O; ... i,
and Oy, 5, . T 1 > 2, then PE(Oy.. 4 N Oy ) = p2(3)-G) 1
I <1, then the above formula holds with (é) replaced by 0. Letting the
generic ¥ denote the expectation with respect to the uniform measure on
kn-tuples from [n], and defining the random variable W), 1, on such kj,-tuples
by Wa e, (G155 k) = [[kn) 0 {1, , Jk, }, it then follows from (3.3) and
(3.4) that

(3.5)

2 W,
ER(Ngmetn)? = <n> p(%) (E(p_( ) Wk, > 2) + P(Why, < 1)) :
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Now Varmp(Ngé?:)le’k") = o((EﬁNgézl)le’k”)Q) will follow from (3.1) and (3.5)

if we show that

(3.6) lim E(p~2Wnkn; Wy, > 2) =0.

n—o0o

We have

kn\ (n—kn
P(Wn,kn :l) _ (l)(knfl)7 lZO,l,'” ;kn‘

(r,)

nkn—1
n

Since k, = o(n%), one has (,;l) ~ % Also, of course, (Z;ﬁ’[) < G and

(kl") < k}—% Thus, for some C' > 0,

el Kk _ O

. ke = 1) < O Tn T o
(3.7) PWok, =1 = Cm—p17 nke = T

Using (3.7) we have for some C; > 0,

iy o2 k2 b ek?
B(p 2" Wy, 22) < CY p7 2 < 012<m T
=2 |=2 Np
It is easy to check that if k,, is sufficiently large, then minp<;<y, lp% = knp%n
Thus, from above we have
1172 ko ek
(3.8) E(p~ 2"k Wy, >2) < C1 Y (—)
[=2 TP 2
Writing log1 k’,;n = logi k, — login + %kn, it is easy to see that this
p in P P
expression converges to —oo as n — oo, if k, < 2login — clog(f) n, with
P P
¢ > 2. Thus for such values of k,,, we have lim,,_,~, ek,?n = 0, and it follows
np 2

from (3.8) that (3.6) holds. It is easy to show that this analysis can be

continued in order to demonstrate the same conclusion if for some m > 2

and some ¢ > 2, one has k, < 2login — 222«11 log(f) n— clog(lmﬂ) n. O
P P P
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4. PROOF OF THEOREM 2

Completely straight forward computations in [2, chapter 7] reveal that if

_ logn+4w
= %, then

Pn
(4.1) i EEr NG = oo if lim w, = —oo;
(4.2) lim Eg"Ngi(S;?nneCt =0if lim w, = oo;
n—o0 n—oo
43) {EPn Ngi(ssgmnm o21 is bounded away from 0 and oo
if {wp}o2; is bounded;
(4 4) Varn,pn (Ngi(i;fs)nnect) — O((Egn Ngi(ssamnect)Q) if
| im0 = o

Var”’pn (Ngi(s%)nnect) _ @((Egn Ngi(sgs)nnect)2) if

(4.5)

{wn }o2; is bounded.

Thus, part (i) of the theorem follows from (4.2) and (1.3), and part (ii) of
the theorem follows from (4.4) and part (i) of Corollary 1. We now prove
part (iii). By (4.5) and part (ii) of Corollary 1, the tampering cannot be
detectable. By (4.3) and part (ii) of Proposition 1, the tampering cannot
be strongly undetectable. Thus, the tampering is weakly undetectable. [

5. PROOF OF THEOREM 3

For part (i), let Nécéiés : & — {0,1,- -+, |&u|} denote the number of edges

in an edge configuration, as was defined at the beginning of the discussion
at the end of section 1. As was noted in that discussion, for the complete
graph G(n), we have |E,| = n(n — 1), and we have [, = n — 1, since a
Hamiltonian path has n — 1 edges. The expected value of Ngiges under PY"
is %n(n— 1)p, and the variance is %n(n— 1)pn(1—pyp). The expected value of

N dges

g(n) under the tampered measure PE™"*™ is 1n(n—1)p, +(1—p,)(n—1),
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and the variance is (3n(n — 1) — (n — 1))p,(1 — p,) which is less than the

above variance. Let € € (0,1). Define the events

€ es 1
Ane = {INGay = 5n(n—Dpa| 2 m — o)},

Bue = {INGES — Zn(n— 1pu — (1 = pa)(n — 1)| > EW‘(” ~Dpall— pn)}.

Then, by Chebyshev’s inequality,

(5.1) PP (Ap.c) < € and PP (B, ) <ee.

If limy, 00 pn = 0, then for sufficiently large n, A7 . and By . are disjoint.

From this and (5.1), it follows that liminf,, .. ||P5" — Pﬁ"’HamHTV >1-

2e. Since € is arbitrary, we conclude that the tampering is detectable. To

log n+log log n+wn,
n b

complete the proof of part (i), we need to show that if p, =
with lim,, .. w, = 00, then the distribution of IV g?gs under PL™ converges to
the J-distribution at co. For this range of p,, it is known that not only does
the probability of there being at least one Hamiltonian path converge to 1
as n — 00, but also the probability of there being at least one Hamiltonian
cycle [2]. Any Hamiltonian cycle can be cut open in n possible locations,
thereby yielding n Hamiltonian paths.
We now turn to parts (ii) and (iii). We will prove that

Vary,p, (NG = o((BENGis)?), if lim p, = 1;
(5.2) nee

Varnp(Nein) = O ((BENgGE)?), if p € (0,1).
By Corollary 1, this will prove part (ii) and it will show that in part (iii), the
tampering is not detectable. We now show that for part (iii), the tampering

is not strongly undetectable, thereby proving that the tampering is weakly

undetectable. By the central limit theorem,

. am € eS 1 1
Jim PRHS(NEES > Sn(n = 1)+ (1= p)(n—1)) = 5,
and
lim PPN > % (n—1)+(1—p)n—1)=1— @((2(1;7’))%) < %

It remains to prove (5.2).
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Identify vertices in G(n) by [n]. There is a two-to-one correspondence
between S, the permutations of [n], and the set of Hamiltonian paths (two-
to-one since the Hamiltonian paths are not oriented). The permutation
o € S, will correspond to the Hamiltonian path z,, - - - ,z,,. Thus, as was
noted in section 1, we have

1 _
(5.3) EBr NG = 5Pk L

inl,

Recall that we have labeled the Hamiltonian paths from 1 up to m, = 3

and have defined O, ; to be the set of edge configurations which contain the
j-th Hamiltonian path. We relabel for convenience. Let O, , denote the
set of edge configurations which contain the Hamiltonian path correspond-
ing to the permutation ¢ € S,. Then, taking into account the two-to-one

correspondence, we have Ngaf)‘ = % > ves, 10n.,- SO

1

(5.4) B (NG = 3 Pr(0,00,).

o, TESK
By symmetry considerations, letting id denote the identity permutation,

(5.5) > Pr(0,N0;) =n! ) P (05N Os).

o, TES oESy

An adjacent pair in a permutation o € S, is a pair (j,j + 1) such that for
some ¢ one has {0;,0;41} = {j,j + 1}. Let W, (o) denote the number of
adjacent pairs in ¢ € S,,. Note that the Hamiltonian path corresponding to
o has W,,(0) edges in common with the Hamiltonian path corresponding to
id. Thus, Py (0, N Oy) = pin_2_W"(U). Letting the generic FE denote the
expectation with respect to the uniform measure on S,,, it then follows from

(5.4), (5.5) and (5.3) that
(5.6) B (NGim)? = (B NG&s ) Bpy .
From (5.6), the first line of (5.2) will hold if we show that

(5.7) lim Ep, " =1, if lim p, =1,

n—oo
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and the second line of (5.2) will hold if we show that

(5.8) limsup Ep~""" < oo, for p € (0,1).

n—o0

The distribution of W, can be found in [5]; it converges to the Poisson
distribution with parameter 2. Let W (o) denote the number of successions
in o € S, where a succession is an adjacent pair that is in the correct order;
that is, a pair (j,7 + 1) such that for some i one has (04, 0;+1) = (j,7 + 1).
The distribution of W) of course converges to the Poisson distribution with
parameter 1, and in [4] it is shown that the exponential moments of W),
converge to those of the Poisson distribution. A similar calculation shows
that this also holds for W,,. In light of this, (5.7) and (5.8) clearly hold.
This completes the proof of the theorem. .

6. PROOF OF THEOREM 4

Part (ii) essentially follows from part (iii) of Theorem 3. Indeed, the
central limit theorem argument there shows that the tampering cannot be
strongly undetectable. Also, it clear that for sub-Hamiltonian paths, the
tampering is no more detectable than it was for full Hamiltonian paths;
thus, the tampering cannot be detectable. We conclude that the tampering
is weakly undetectable.

We now turn to part (i). By Corollary 1, it suffices to show that

subHam,k, » arsubHam,k,
(6.1) Vary (N ) = o((EL" Ny )?).

Let S., denote the space of permutations of k, out of n. That is, an
element o € S, is obtained by choosing in order k, elements from [n].
We will write 0 = x1---x,. There is a two-to-one correspondence be-
tween Sy,.x, and the set of sub-Hamiltonian paths of length k,. We choose
a random sub-Hamiltonian path of length k,, by constructing a random el-

ement in Sy, as follows. One by one, choose k, points from [n]. If the
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points xp,--- ,x, were chosen in that order, then we associate the sub-
Hamiltonian path xj-- -z, to that choice. (The same notation has been
used for elements of S, and sub-Hamiltonian paths of length k,,.)

An adjacent pair for an element o =z --- 2y, € Sp, is a pair (4,5 + 1)
such that for some [ € [k, — 1], one has {z;, 2111} = {j,j + 1}. When this
happens we will say that an adjacent pair occurs at the location z;x;y;.
Define Wy, (o) to be the number of adjacent pairs in o. Let the generic £
denote the expectation with respect to the uniform measure on S,,.;.. The

same type of calculation used in the proof of Theorem 3 shows that

(6.2) B (Napbtimmhe 2 — (o Nsbtlamo )2 gy Wik,

Thus, (6.1) will hold if

(6.3) lim E(p~Vnkn; W > 1) = 0.
n—0o0

We now estimate P(W,., > m), for 1 < m < kj, where P denotes
the probability corresponding to the expectation E. Let I; < --- < l,;,, with
{l;}72, C [kn—1], and let Ay, ... ;,, C Sp:k, denote those elements of S, for
which adjacent pairs occur at the m locations x;, xj, 41, -+ , x1,,x1,,+1. (Note
that there can be overlaps in locations; that is, for example, one might have
x,4+1 = x1,.) Recall from above how we generated a random Hamiltonian
path; namely by selecting k,, points, one by one, from [n]. There are n(n —
1)---(n — kn + 1) ways of making such a selection. Now we derive an
upper bound on the number of ways which will yield an element which
belongs to Ay, ... ;,,. Furthermore, the upper bound will be independent of
the particular choice of {l,}/" ;. We select the k,, points, one by one. For
I & {l; +1},, there are at most n — [+ 1 ways to select the I-th point, and
for I = I; + 1, for some i, there are at most 2 ways to select the [-th point.
Thus, n(n — 1) -+ (n — ky, +m + 1)2™ constitutes an upper bound on the

number of ways which yield an element belonging to A, ... ;.. Since there
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are (’;’;) different possible m-tuples {l,}*; , we conclude that

kn> 2m
m)(n—rkyp+1)---(n—k,+m)

Since by assumption, k, = o(n), there exists a C' > 0 such that (n — k, +
1) (n—ky+m) > £(%)™. Thus, from (6.4) we have

(64)  P(Wup, =m) < (

(o ym
(6.5) P(Wog, 2m) < C—1
Now (6.5) gives
kn—1 (%)m
(6.6) E(pWnkn , Wy, >1) < C mz_:l p;!

Since k, = o(n), it follows from (6.6) that (6.3) holds, and consequently,
that (6.1) holds. O

7. PROOF OF THEOREM 5

Write p,, in the form p,, = % + 2. The probability that a given edge in
H%(py) is disconnected is (1 — p,)™. Since |Hy| = 27", it follows that

; 2
(71) EgnNIc_ifgchonnect — 2n(1 _ pn)n — (1 o %)n

Thus, if lim, o v, = 00, then lim, Eﬁ"Ng};ConneCt = 0, and part (i) of
the theorem follows from (1.3).

We now turn to parts (ii) and (iii). We may assume now that p, is
bounded away from 1. For z € H3, let Dz denote the event that z is
disconnected. Then writing Ng,iziconne“ = i Hy 1p,, and using symmetry,
we have
(7.2)  Epr (N2 — g Y 151, =9 ST pP(D; 0 D).

z,geHy TEHY
If Z is a neighbor of 0, then Py"(Dz N Dg) = (1 — pp)**~1; if z = 0, then
PI™(Dz N Dg) = (1 — py)"; otherwise PY"(Dz N Dg) = (1 — p,)?". Since 0
has n neighbors, this gives

(7.3) > PE(DzNDg) = (2" —=n—1)(1=pn)*" +n(1=pa)*" " +(1=pn)".
TEHY
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Now (7.1)-(7.3) give
(7.4)
V&I"mpn (Ndisconnect) — (Eg” Ndisconnect)2 (2n(

n n
2 2

n 1 n-+1
1fpn)+2"(1fpn)"_ on )-

We have 2"(1 — p,)" = (1 — 2%)" Thus, if limy, 0 v, = —00, then from
(7.4) we have Varmpn(NgiglconneCt) = 0((E£"Ng,i§c°nne‘3t)2), and from part (i)
of Corollary 1 the tampering is strongly undetectable. This proves part
(ii). If {yn}22, is bounded, then from (7.4) we have Var, , (N digsfonne“) =
o((ER NI(}}?OHHQ“)Q). Thus, by part (ii) of Corollary 1, the tampering can-
not be detectable. By (7.1) and part (ii) of Proposition 1, the tampering can-
not be strongly undetectable. Thus, the tampering is weakly undetectable.

This proves part (iii). O

8. PROOF OF THEOREM 6

There is a two-to-one correspondence between Hj x S, and diameter
paths in H3'. Indeed, for z € HY and o € S, we begin the diameter path at
Z and use the permutation o to determine the order in which we change the
components of Z. (The correspondence is two to one because the diameter
path is not oriented.) In particular there are 2"~ 'n! diameter paths. The
probability that any particular diameter path is contained in the random

hypercube H3 (p,) is pj; thus we have
(8.1) EEr Nga™ = 2" 'nlply.

From this it follows that lim,_.. EE* Ndiam — o if p, < I, with v < §.

n
2

Using this with (1.3) shows that the tampering is detectable, and proves
part (i).

We now turn to part (ii). The diameter paths are labeled from 1 to
mp = 2" In!, and we have defined Oy,j to be the set of edge configurations
which contain the j-th diameter edge. We relabel for convenience. Let
Oz, denote the set of edge configurations which contain the diameter path

corresponding to (Z,0) in the above two-to-one correspondence. Then we
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diam __ 1
have Nipn™ = 3 ZfeH;,aesn lo; .- Thus

; 1
n ( ardiamy2 "
(8.2) B (Ngg™)™ = Y P(0seNO0gy).
%,§EHY ,0,7€Sy,
By symmetry considerations, letting id denote the identity permutation and
letting 0 € HY denote the element with zeroes in all of its coordinates, we

have

(8.3) > PP (0seNOpr)=2"nl > PP(Oz, N Opsa).
z,ycHY ,0,7€5, ZeHY ,0€Sn

Let W,,(Z, o) denote the number of edges that the diameter path correspond-

ing to (Z,0) has in common with the diameter path corresponding to (0,id).

Then we have
(84) Pgn (OCYZ,O' N O(_),id) = p%nfwn(jvo')'

Letting the generic E denote the expectation with respect to the uniform

measure on H3 x S, it then follows from (8.1)-(8.4) that
n diam\2 __ n Ardiam 2 —Whn

(8.5) EXr (Ngg™)” = (Ef"Nya™)"Ep, .

Thus, if we show that

(8.6) lim E(p,"""; W, >1) =0,

then it will follow from (8.5) that Varn,pn(NId{?m) = 0((E5”Nf}§m)2), and
thus by part (i) of Corollary 1, the tampering will be strongly undetectable.

We now estimate P(W,, > m), for m > 1, where P denotes the probability
corresponding to the expectation E. In fact, in the quite involved estimate
that follows, it will be convenient to assume that m > 2; one can show that
the estimate obtained below in (8.15) also holds for m = 1. The diameter
path (0,id) has n edges, which we label e, ez, -+ ,e,, with e; being the
edge connecting 0 to (1,0---,0), e being the edge connecting (1,0--- ,0)
to (1,1,0---,0), etc. Let Ay, ... ;,, C H x S, denote those diameter paths
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which contain the edges €;,,--- ,e;,,. Then

(8.7) P(W, >m) < > P(Ay, .. 0,.)-
1<li<la<<Im<n

We now estimate P(A;, ... 1,,)-

We first determine for which o € S, one has that (0,0) € Ay, ... ;,.; this
result will be needed for the general case of determining which (z, o) belong
to Ay, ... 1,,- We will say that [j] is a sub-permutation of ¢ if o maps [j] onto
itself. A moment’s thought reveals that the edge e; belongs to the diameter
path (0,0) if and only if both [j — 1] and [j] are sub-permutations for o.
Thus, (0,0) € Ay, ... 4,, if and only [l1 — 1], [l1], [l2 — 1], [l2], -+ , [lm — 1] and
[l;m] are all sub-permutations of o. The number of permutations o € S,
for which this holds is easily seen to be (i1 — 1)!(lo = 1 —=I1)!-+- (I, — 1 —
ln—1)(n — L)), Let T

midy ey < S, denote those permutations for which

(i — 1], [L], [l2 — 1], [l2],- - , [lm — 1] and [I,,] are all sub-permutations. So

we have
(88) ‘TrrrLL;h,m,lm‘ = (ll — 1)!([2 —-1- ll)! e (lm -1 lm_l)!(n — lm)'

We now consider when (z,0) € Ay .. , for general z. It is not hard
to see that a necessary condition for (Z,0) € Ay, .., is that either 7 =
(1, ,xpn)satisfies z; = 0, forall iy < j <, ora; =1,forallly <j <l
We will refer to these two conditions on Z by Koy, 1,, and Ky, 4,

If one of these two conditions on Z is satisfied, then in order to have
(z,0) € Ay,.... 1,,,, the following conditions are required on o. Recall that
o gives the order in which the n coordinates of Z are changed so that the
diameter path moves from z to 1 —Z. So if 0 = (01, -+ ,05), then the o,-th
edge in the diameter path will involve changing the oj-th coordinate. Let
By, (Z) denote those j € {1,---,l; — 1} for which z; = 0, and let Cy,,, ()
denote those j € {l,, + 1, ,n} for which z; = 1 (Bo.1(z), Co.m(z) = 0).
Let 7y, 1,,(Z) = |Boy, (Z)| + |C1y4,,(Z)]. Then it is not hard to see that the
first 7y, ,,(Z) coordinates in o must be reserved for By, (Z) U C1y,, (Z); that

is, {o1,-- 00, (@} = Boy, (%) U Chy, (7). Let 21 denote the vertex in
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& whose first j components are 1 and whose remaining components are 0.
Of course, this vertex belongs to the diameter path (0,id). If o is as above,
then the r;, ;,, (T)-th vertex of the diameter path (Z, o) will be x11=1(z) if z
satisfies condition Koy, j,,, and will be xlibm if 7 satisfies condition K0,
In the former case, we must then have Ty o ()41 = l1, and in the latter case,
we must then have o, | (z)11 = Im. In the former case, the (r, ,,(Z)+1)-th
vertex of the diameter path (z,0) will be 211 () and the 7y, , (¥))-th edge
will be €;,, and in the latter case, the (1, (Z)+1)-th vertex of the diameter
path (Z,0) will be 25m~1(z) and the 7, ;,, (%))-th edge will be ¢;, . (Recall
that a diameter path has n + 1 vertices.)

If z satisfies condition Ky, ;,,, then the next [, — l; coordinates of o

lm >

must involve the numbers (I; + 1,11 + 2,---,l,,), and must move the di-

ameter path (Z,0) from the vertex z%(Z) to the vertex x'm(Z) while

passing through the edges e;,, - ,e;,,. Based on our analysis above, for
this to happen one requires that (oj,4+1 —l1, 00,42 —l1,--- ,01,, — l1) belong
to Tvi;nfaljrll,m,lm_rl1 C S,,—1,- Similarly, if Z satisfies condition Ky, ..,

then the next [,,, — l; coordinates of o must involve the numbers (I + 1,11 +
2, 1), and must move the diameter path (Z, o) from the vertex z'm ()

to the vertex 11 (Z) while passing through the edges ¢ -+, ey, . Invert-

m—13"

ing the direction of our analysis above, for this to happen one requires that
I —1

(01,41 —1l1,01,492—1l1,- -+ ,01,, — 1) belong to Tm—2;}m—lm71,--~ Ay C St -1 -

Then finally, the last n—17;, ;, (Z) —1— (l;, — 1) coordinates of o can be cho-

sen arbitrarily from the remaining numbers. Putting the above all together,

we obtain
(8.9)
P(Allylm) =
1" ) (-1
D 3D Bl (il | G [FRE TR SRR A AR
=0 =0 ¢
Lo —1 Lo —1
(|Tm72§;2*lly”'7lm—1*ll‘ + |Tm*2§;m*lm—lv'”7lm*12|)'
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(Given that Z satisfies condition Ky, ,, or condition Ky, ., there are

("_l’”) (11;1) ways to choose Z so that b = | By, (Z)| and ¢ = \Cl 1. (Z)]. And

Cc
given this, there are (b+c)!l(n—b—c—1— (I, — ))(|T" o 2l2 I 11y |
ways to choose o if condition Ky, ;,, was satisfied, and (b+¢)!(n —b—c—
1—(lm — 1)) ‘\Tlmgl%m_lm (e 11, Ways to choose o if condition K1y, ,,

was satisfied.)

We have
n—lm l1—1
L\l —1
" ! bte)l(n—boc—1—(m—1)) =
b
c
=0 b=0
(8.10) et 11

n—Im\ (l1—1
((ncl)lifh))(n 1=l =)' <n?(n—1— (I, — 1)),
c=0 b=0 b+c

where the last inequality follows from the fact that the fraction in the sum
above is always less than 1. After completing the current proof, we will

prove the following proposition.

Proposition 3. For every 6 > 0, there exist a ¢s > 0 and an rs > 0 such
that |T" g =l =Dl =1 =1 (L = 1= lm—1)!(n — Iin)! satisfies

msly -

Z Tty e 1| S com™(146)"(n—m)!l, 1 <m <n < oo.
1<h <la<-<Im<n

From Proposition 3, it follows that for any § > 0, there exists a ¢s > 0

and an rs > 0 such that

I —1 l l
Z (|T - 2}2 I, 11— l1’ + |T7771n Q}m_lm 1, lm_l2’) <
(811) h<lo< - lm_1<lm

2e5m" (1 + 6)™ (In — I — m + 2)1.

(Note that in the sum above, the last subscript, l,,—1—(1 in Tl 2 l2 Lo

dm—1—11
and [,,—ls in Tlm h

Loy 1ee Dl is strictly less than the superscript l,,—11,

whereas in the sum in Pr0p031tion 3 the last subscript, Iy, in T}, , can

[ 7lm

attain the value n of the superscript; however, this is no problem since the
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inequality goes in the right direction.) Now (8.9), (8.10) and (8.11) give

Z P(All,m,lm) <

h<la<-<lm-1<lm

2csmTon?

2’FL

(8.12)

n—1-— (lm — ll))'(lm - —m+2)'
n! '

(1+5)m(

Now summing over [y and [,,, and denoting k = l,,, — 1 + 1, we have

(8.13)

2csmTn3 o~ 1 (k—m+1)!
Z P(Ay . 1,) < T(1+5) Z (TT
1<h<la<-<lpm—1<Im<n k=m \k
Let p(k) = ﬁ%—gﬁ“)! = et m < k< n, and let h(k) =
k

L (pk(:)l). It is easy to check that h is increasing, which implies that p is

convex. Thus, p attains its maximum at an endpoint. We conclude that the

maximum of p(k) is p(n) = W

check that there exists a K such that W < K(£)™~Ll. Using these

£
n

. Using Stirling’s formula, it is easy to

facts in (8.13), we obtain

2K csm"snd ((1 +d)e
2ne n

(8.14) > P(Ay, 1) <

1<l <lag<-<lpm—1<Im<n

Using (8.14) in (8.7) now gives

)"

7§00
(8.15) P(W, > m) < 2Kcsm™n® (14 0)e

)"

2ne n
Thus, if p, = I, then from (8.15) we have
(8.16)

n

E(p," W =1) < Y (

m=1

n

2K et I (14 6)e
mp(W,, > < Z m

m=1

We may choose § > 0 as small as we like in (8.16). For v > §, choose § so

that 12 < 2. Then it follows from (8.16) that (8.6) holds for p, = 2 with

v > 5. O
We now return to prove Proposition 3.

Proof of Proposition 3. Define
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and then define by induction the iterates

J (m—1)
(m) _ & .
o= o izom1
=0 7
We have
lo—1 1
(817) Z (ll_l)!(ZQ_l_ll)!: (ZQ_Q)'Z lo—2 (l _2)'01(2)27
1<l <o =1 (llfl)

and then using (8.17),

> =Dl - 1=z —1—1y)! =

1<l <la<ls
(0) =a), (1)
> (=210 (s —1— 1)l = (I3 —3)! ) (132‘_3) = (Is - 3)IC}, 5.
2<l2<lI3 lo=2 \l2—2

Continuing in this vein, we obtain
S D11 (= 1= ) = (i — m)ICT2),
1I<hi<la<-<lm

and

(8.18)
> (=) (la—1=1)! - (=1 =l ) (n—T)! = (n—m)1C\™ ),

1<li<la<-<Im<n
In light of (8.18), to complete the proof of Proposition 3, it suffices to show
that for every § > 0, there exist a ¢s > 0 and an rs > 0 such that
(8.19) sup CF) < esk™ (1 + 6)F, k> 1.
n>1

Let ng > 1, and for n > ng write

no (k 1) k 1)
(8.20) c) = Z + Z , k>1,n> no.
1=0 (Z) i=ng+1 i

We need the following lemma whose proof we defer until the completion of

the proof of the proposition.

Lemma 1. For each n there exists a constant ¢, such that

(8.21) C®) < e k", k> 1.
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From (8.20) and (8.21), it follows that for each ng there exists a constant
Yno Such that

n -1
(8.22) CP < (k=1 + > C , k>1,n>ng.
i=nog+1
Let
1
8.23 dp, = sup —.
0 n

n>no—4—1Z —no+1 ( )

It is easy to see that

(8.24) lim dp, = 1.

no—oo
Letting
A(k) = sup C( )

n>ngo
we have from (8.22) and (8.23) that
(8.25) AR <y (k= 1)™ + dpg AFD | k> 1.

It is not hard to show that

n

1 8
00 — =
SupC =Sup )y 5

however, all we need for our purposes is that this quantity is bounded, and
this is very easy to see. Thus, we have

(8.26) AD < g
It is easy to show that if {x; }§:0 satisfies the recursive inequalities zo < %
and z; < C’—i—dnoxj 1, for 1 < j <k, then z; < C’(l—i—dno—k‘-'—i-dﬁo_l-i—
%dfm) = C(dﬁo 7+ gdﬁo) Applying this with C' = ~,,(k — 1)"°, it follows
from (8.25) and (8.26) that

dk - —
(8.27) sup CF) = AW <0 (k — 1)”0("07_ fdﬁo) k> 1.
n>TLO an 3

By (8.24), for any ¢ > 0, there exists an ng such that d,,, < 1+9. Using this
with (8.27), and using (8.21) with n < ng, one concludes that (8.19) holds.
This completes the proof of the proposition. O
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We now return to prove Lemma 1.

Proof of Lemma 1. Fix n > 1. Let B denote the n x n matrix with

ﬁ, for 7 > j, and bz'j = 07
j
for 7 > i. Let v° denote the n-vector with entries v?, 1 < j < n, given by

U? = C](.O) = {:0 é Then from the recursive definition of the {CZQLC ) k=07

it follows that

entries b, 1 < i,j < n, given by by =

(8.28) c®) = (BF0),, k> 1,

n

where (B*4°),, denotes the n-th coordinate of the n-vector B¥4°. Since B
is lower triangular with all ones on the diagonal, it follows that there exist
vectors v!,--- ,v" ! such that Bv® = 09 + o', Bv! = vl +02,-.. | By 2 =

"2 +o" 1 and Bv" ! = v"~ L. From this, it follows that

(8.29) BF0 = % (’;) ol

=0

Thus, from (8.28) and (8.29), we obtain

kAn k
(8.30) c® = IZ; (l)v;.

where v/, is the n-th coordinate of v. The lemma follows immediately from

(8.30). O
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